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2.

1. Getting to Know your BF-450(M)/BF-430/431
1.1 Introduction

The BF-450(M)/BF-430/431 is a RS232/RS485 to TCP/IP converter integrated with a robust
system and network management features designed for industrial equipment to be accessed and
controlled via Intranet or Internet. By integrating RTOS (Real Time Operating System) and
complete TCP/IP protocol stack capability, the BF-450(M)/BF-430/431 provides not only a robust
and high performance system to make your device connecting to Network, but also ease
installation and Internet access. The BF-450(M)/BF-430/431 Web Configurator is a breeze to
operate and totally independent of the operating system platform you use.

1.2 Main features

The following are the main features of BF-450(M)/BF-430/431

» TCP/UDP server/client support
The BF-450(M)/BF-430/431 support four types of connection: TCP server, UDP server, TCP client
and UDP client, user can select one of types to meet application requirement.

» DHCP Client

DHCP (Dynamic Host Configuration Protocol) client obtains the TCP/IP configuration at start-up
from a centralized DHCP server, which means it can get IP address, an IP default gateway and
DNS server.

» PPPoE Over Ethernet
PPPoE is a protocol for connecting remote hosts to the Internet over DSL connection by
simulating dial-up connection.

» Dynamic DNS
With dynamic DNS support, you can have a static hostname alias for a dynamic IP address,
allowing the host to be more easily accessible from various locations on the Internet.

» Auto-negotiating 10/100Mbps Ethernet
The Ethernet interface automatically detects if it is on a 10 or a 100 Mbps Ethernet.

» Full Network Management via Web
This feature allows you to access or manage device through IE or Netscape on any platform.
The firmware also can be upgraded via Web browser.

» Backup and Restore configuration
This feature allows you to backup system configuration to a file and restores it, for the security
issue, the file which backup from system is an encryption format.

» IO Controller(BF-450 Ony)

The BF-450 supports 3 DI/3 DO totally; 3 DI with any combination rule can trigger each DO. By
providing a smart and easily setup way via Web, user doesn’t need to have any programmer
background. Besides,

» Alarm Generation(BF-450 Only)
With SMTP client support, you can set system to trigger alarm message via e-mail or SMS
(Short Message System) to your mobile phone.
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1.3 Application examples for BF-450(M)/BF-430/431

§232 BF-450/BF-430/431
1/0

LAN

BF-450/BF-430/431

ADSL /CABL
Mode

"'\-\.

ADSL /CABLY

BF-450/BF-430/431 Rg23

BF-450/BF-430/431

bz

LAN

RS43s

FaEn

=
I/0ws

Figure 1 Standalone BF-450/BF-430/431’s application through Internet
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Figure 2 Socket-Type BF-450M’s application through Internet
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2. Hardware Installation & Initial Setup

2.1 Hardware Installation
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RS232 Pin Form

Pin | Acronym | Sense

Pinl | CD Carrier Detect

Pin2 | RXD Receive

Pin3 | TXD Transmit

Pin4 | DTR Data Terminal Ready
Pin5 | GND Ground

Pin6 | DSR Data Set Ready
Pin7 | RTS Request to Send
Pin8 | CTS Clear to Send

Pin9 | RI Ring Indicator
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2.2 LED status

LED Color(s) Activity Desc.
Off Power OFF
POWER Red
On Device Ready
Off No Ethernet Link
LINK Red
On Ethernet Link established
Off 10 Mbps
100M Red
On 100 Mbps
Off No TCP/IP session link
TRANS Green On TCP/IP session link established
Blinki Booting/System Self-Test Data Sending/Receiving
Inking between Serial and Ethernet

2.3 Initial Setup

Use this section to set up your computer to assign it a static IP address in the 192.168.168.1 to
192.168.168.254 range with a subnet mask of 255.255.255.0. This is necessary to ensure that your
computer can communicate with your BF-450(M)/BF-430/431. Your computer must have an Ethernet
card and TCP/IP installed. TCP/IP should already be installed on computer using Windows
98/2000/XP and later operating systems.

Note: If connecting a computer directly to the BF-450(M)/BF-430/431 Ethernet port you must
use a crossover Ethernet cable. If connecting through a hub/switch you must use a
straight-through Ethernet cable.

2.3.1 Installing the TCP/IP Protocol
Detalils refer to BF-450(M)/BF-430/431 Quick Start guide.

2.3.2 Fixed IP Addresses Configuration
Detalils refer to BF-450(M)/BF-430/431 Quick Start guide.

2.3.3 Configure your BF-450(M)/BF-430/431
Detalils refer to BF-450(M)/BF-430/431 Quick Start guide.
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3. BF-450(M)/BF-430/431 Basic Configuration Setup
This chapter will show the basic configuration of BF-450(M)/BF-430/431 to connect your device
through Intranet or Internet.

The BF-450(M)/BF-430/431 support three IP connection types: Static IP, DHCP and PPPoOE. These
types are listed in the drop-down menu for the IP Configuration setting. Each setup screen and
available features will differ depending on what kind of IP connection types you select. Default is
Static IP

3.1 One Page Quick Setup with Fixed IP

Static (or Fixed) IP

One Page Quick Setup (Fixed IP)

Advanced Setup

Management

IP Address

Subnet mask

Gatewsay

Primary DNS

Serial Type

[

Serial Fort Mode

WEZHZ =

Baud Rate

19200 +|
r (User Defined)

Operation Mode

TGP SERVER =

Ceonnection Port Number o

APFLY | CANCEL | RACK

Connection Mode

Remote Host IP Address (For Client Oniy)

IP_ Mode
IP Address: default 192.168.168.125 Subnet
mask: default 255.255.255.0 Gateway:
default 192.168.168.254 Primary DNS:
default 168.95.1.1

Serial Port Mode
Serial Type: RS232 Baud Rate: 19200 If no suitable Baud Rate in the drop-down menu, chose Others,
input the value you want.

Operation Mode
Connection Mode: TCP Server Connection Port Number: 50000 Remote Host IP Address: Only useful in

TCP Client

If you are connecting through a static or fixed IP from your network environment, perform these steps :
Step 1: Enter IP address Step 2: Enter Subnet mask Step 3: Enter Gateway IP address Step 4: Enter
Primary DNS IP address Step 5: Select correct setting of Serial Port Mode and Operation Mode Step 6:
click Apply button
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3.2 One Page Quick Setup with DHCP Client
DHCP

One Page Quick Setup (DHCP Client)

;lHost Name (optional) I—— |
[ swrertwes
| T|1wn =

h (User Defined)

Advanced Setup

|Baud Rate

I
|[Connection Made TGP SERVER =
| L
' Connection Port Number [ m
Management | |
|Remote Host IP Address (For Client Only) | P F F F
.!PI"LYI CANCEL l BACK

‘ o

IP Mode
Host Name (Optional): default BF430, maximum length 15 characters

Serial Port Mode
Serial Type: RS232
Baud Rate: 19200

If no suitable Baud Rate in the drop-down menu, chose Others, input the value you want.

Operation Mode

Connection Mode: TCP Server

Connection Port Number: 50000

Remote Host IP Address: Only useful in TCP Client

If there is a DHCP Server existing in your network environment or you subscribe a CABLE service
from your ISP, you can set IP configuration to DHCP to get a dynamic IP address. The Host Name is
an optional item, depending on your DHCP Server setting.

Note 1: to gain CABLE service, you also need to change the MAC address of
BF-450(M)/BF-430/431 to the MAC address of register in ISP. Please refer to Chapter 4
Device Admin/Mac Address Change
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3.3 One Page Quick Setup with PPPoE

PPPOE

Re Selup

Advanced Setup

-5 Typs

Management

One Pag

e Quick Setup (PPPoE)

TYPE: PPPOL -

[
IUsei’ MName
fPasmrd

‘Service Name [optional)

I {1-47)
)\ {1-35)
{1-4m

:swial Type

Close Connection when Idle Time Over h (seconds)
[
\PPPoE with Fixed IP Address DISARLE —] | | I S

Serial Fort Mode

R3232 =

Baud Rate

|
Connection Mode

{19200 «|
E {User Defined)
Operation Mode

TCP SERUCR =

Connection Port Number

=

Remote Host IP Address (For Client Only)
L

APFLY | CANCEL | RACk

IP Mode
User Name: no default, maximum length 47 characters Password: no default, maximum length 35
characters Service Name (optional): no default, maximum length 47 characters Close Connection when
Idle Time Over (second): default 0, range 0 to 4294967295 PPPoE with Fixed IP Address: default
DISABLE

Serial Port Mode
Serial Type: RS232 Baud Rate: 19200 If no suitable Baud Rate in the drop-down menu, chose Others,

input the value you want.

Operation Mode
Connection Mode: TCP Server Connection Port Number: 50000 Remote Host IP Address: Only useful in

TCP Client

If you subscribe a DSL service with PPPoE connection from ISP, you can set IP configuration to PPPoE
to get a dynamic IP address. Your ISP will provide you the User Name and Password, some ISP will
also need the Service Name to authenticate. But this item is optional and depending on your ISP.

If you want to keep the connection always on between BF-450(M)/BF-430/431 and your ISP, then set the
value of item Close Connection When Idle Time Over to 0, otherwise, when the idle time of no any
traffic on line is over the setting value, BF-450(M)/BF-430/431 will terminate this PPPoE connection.

If your ISP can provide you fixed IP address when PPPoOE connection established each time, you can

select
PPPoE with Fixed IP Address as ENABLE and enter the IP address given from ISP.
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4. BF-450(M)/BF-430/431 Advanced Configuration Setup
This chapter will show you how to configure BF-450(M)/BF-430/431 to function in your network and
gain access to your device through Intranet or Internet.

4.1 Operation mode
The BF-450(M)/BF-430/431 support four operation mode: TCP Server, TCP Client, UDP Server
and UDP Client. These modes are listed in the drop-down menu for the Operation Mode setting.
Each setup screen and available features will differ depending on what kind of operation mode you
select. Default is TCP Server.

TCP Server
- Operation Mode Setup (TCP Server)
@t’" WODE: TEP SFRUER <]
BF-430 Local Listen Port Number Foom
m Close Connection When Remote Idle o (saconds)
e
Beccess Password (maxilen 31)
advanced Setup
Heep Alive Check # Disable T Enable
Max TCP Connection ,‘_j
APPLY | CANCEL | BACK

Listen Port Number: default 50000, range 0 to 65535 If your device is acted as passive to accept
commands from remote and the data be guaranteed to be received by peer is your concern, then you
can set BF-450(M)/BF-430/431 as TCP Server. Be sure the value of item Listen Port Number is same
as your remote control application using.

Close Connection When Remote Idle (second): default 300, range 0 to 32768 If you want to keep the
connection between BF-450(M)/BF-430/431 and your remote control application always on, then set the
value of item Close Connection When Remote Idle to O, otherwise, when the idle time of no any traffic
on line reach the setting value, BF-450(M)/BF-430/431 will terminate this connection.

For security concern, you can input Access Password to protect your device,
BF-450(M)/BF-430/431 will authenticate whether this TCP connection is valid by this password.

Keep Alive Check: default Disable Disable: Disable the check of TCP connection is still alive or not.
Enable: BF-450(M)/430/431 automatically send a Ping request to peer per each 30 seconds, the TCP
connection will be terminated if no response of Ping reply from peer.

Max TCP Connection: default 1, range from 1 to 4 The allowed TCP connections accept by
BF-450(M)/430/431 simultaneously. It is usually used when user needs to receive data from different
hosts simultaneously. When multiple hosts establish TCP connection to BF-450(M)/430/431 at the
same time, it will duplicate serial data and transmit to all hosts. When data comes from Ethernet port, it
is sent on first-in-first-out basis to serial port.

10
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TCP Client

=l Operation Mode Setup (TCP Client)
t‘ WODE: TCP CLIENT lvi
Il 1
BF-430 Remote Connection Port Number SO0 (D - 65535)
| Main menu [, " i
« One Page Setup I
TGP Gonnection || o Stanup & Any Characn
Advanced Setup
APPLY | CANCEL | BACK

Remote Connection Port Number: default 50000, range 0 to 65535 Remote Host IP Address: default
0.0.0.0 If your device is acted as active to report real-time status to remote and the data be guaranteed to
be received by peer is your concern, then you can set BF-450(M)/BF-430/431 as TCP Client. Be sure the
value of item Remote Connection Port Number is same as your remote control application using and
set the correct value of Remote Host IP Address.

TCP Connection: default Any Character

Start Up means BF-450(M)/430/431 attempts to establish a TCP connection as soon as powered on.
Any Character means BF-450(M)/430/431 attempts to establish a TCP connection as soon as starts
receiving

data from serial port.

UDP Server

Operation Mode Setup (UDP Server)

Local Listen Port Number “W (0 - 655385)

»H_Yl CANCEL | Btk

Advanced Setup

Management

« Up T
. o

11
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Listen Port Number: default 50000, range 0 to 65535 If your device is acted as passive to accept
commands from remote and the data be guaranteed to be received by peer is not your concern, then you
can set BF-450(M)/BF-430/431 as UDP Server. Be sure the value of item Listen Port Number is same
as your remote control application using.

UDP Client

Operation Mode Setup (UDP Client)

Remote Connection Port Mumber ’;U.IJ {0 - 655835)
Remate HostIP Address TR I R —
Advanced Setup [popict | eanest. | wsie]

= Ceiinl Type
Savial Typs

Management

. i

Remote Connection Port Number: default 50000, range 0 to 65535 Remote Host IP Address: default
0.0.0.0 If your device is acted as active to report real-time status to remote and the
data be guaranteed

to be received by peer is not your concern, then you can set
BF-450(M)/BF-430/431 as TCP Client. Be sure the value of item Remote
Connection Port Number is same as your remote control application using and
set the correct value of Remote Host IP Address.

4.2 Serial Type
The BF-450(M)/BF-430/431 support three serial types: RS232, RS422(optional) and RS485, These
types are listed in the drop-down menu for the Serial Type setting. Each setup screen and available
features will differ depending on what kind of Serial Types you select and BF-450(M)/BF-430/431
product model you buy. Default is RS232

RS232/RS485: BF-450(M)/BF-430/431
RS422: BF-431 Only

12
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= Serial Port Setup

Serlal Type [rsz97 2]
i w200 |
Baud Rate
E {User Defined)

EDMH Bits ]’_:]

Advanced Setup Parlty Check one 3

“ EFGIEG Packet Transmit Time 00 (0 - B5535)ms

Management [Force Packet Transmit Length 7 {0 - BE53E)bytes
:Delili’ 1 OKFJJ (HEX) © Enmable « Disable
|RS485 Transmission Delay Time |;"0‘ =T Nt

AppLy | canceL | mack

E Delimiter 2 00 (HEX) © Enable © Dinable
. M

Baud Rate: default 19200, range 1200bps to 230.4Kbps, Others If no suitable Baud Rate in the
drop-down menu, chose Others, input the value you want.

Data Bits: 5, 6, 7, 8 (default)

Parity Check: None (default), even, odd, mark, space

Stop Bits: 1 (default), 2

Flow Control: None (default), CTS/RTS (or Hardware), XON/XOFF (or Software)

Force Packet Transmit Time (ms): default 20, range 0 to 65535 The timing of transmitting an Ethernet
packet, in order to get the whole data in on packet, you can tune this setting value to fit the data length of
your device per transmission. The more small value be set will get more less data in one packet.

Delimiter 1(00 to FF): default 0x00 Delimiter 2(00 to FF): default 0x00 Once receive delimiter 1 or both
delimiters through its serial port, BF-450(M)/430/431 immediately packs all data currently in buffer and
send it to Ethernet port.

Force Packet Transmit Length (bytes): default 0, range 0 to 65535 The length of transmitting an Ethernet
packet, in order to get a fix length data in on packet, you can tune this setting value to fit the data length
of your device per transmission.

RS485 Only RS485 Transmission Delay Time (ms): default 0, range 0 to 65535 Due to different
device has different capability in handling data received from serial port. So you can tune this setting
value to slow down the speed of BF-450(M)/BF-430/431 to fit the speed of your device handling.

Real COM mode
Real COM mode enables all control/handshaking lines (CTS/RTS/DSR/DTR) within the

BF-430’ s serial RS232 interface. In standard mode these lines are not enabled.

13
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4.3 1/0 Operation Mode (BF-450 Only)
The BF-450 support 6 digital I/Os, including 3 output and 3 input with fixed setting. There are five
operation modes: Auto, TCP Server, TCP Client, UDP Server, UDP Client. These modes are listed in
the drop-down menu for the 1/0O Operation Mode setting. Each setup screen and available features
will differ depending on what kind of operation mode you select. Default is Auto. It means BF-450 will
monitor the state of change for all Input point automatically and trigger Output point by the setting of
combination rule. Besides, BF-450 also supplies several DIO command protocols to let your remote
software application fully controlling all I/O through TCP/UDP connection. Please refer to Appendix A.
DIO Command Protocol for detail

Auto

Please refer to 4.4 and 4.5.
XD WND BAY BAFY IAD NAD -
k=W e = - D G DEe Ennek SFEE S D o= o
BT ) heyengz 169 165 T x| SGE e E -

110 Operation Mode Setup {Auto)
UD Operation Mode: [0 =]

10 eperation is controlled by BE-450 Automatically, according to the setting in [0 Sue
Setup and £3 Mapping Seiip,

seruy | camen | eack|

L
TCP Server
EED WD WD MRSRWL TAD HMD =
k=N - = - DE O Dee uncea® dEe 3 - Do
LT [ vz v sz S| CuE M-
i IfO Operation Mode Setup (TCP Server)
ﬁt EUSTOMIZE{TCP SERVER) =|
,.
BMsu Local Listen Part Number [ 5000
‘Close Connection When Remote ldie B (secends)
| e
advanced Setup jretsns Passsand {maxden 3}
= B [ o
Management -
© HTEE

14
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Listen Port Number: default 50001, range 0 to 65535 BF-450 is acted as passive to accept commands
from remote and report current I/O state to peer then you can set BF-450 as TCP Server. Be sure the
value of item Listen Port Number is same as your remote control application using.

Close Connection When Remote Idle (second): default 300, range 0 to 32768 If you want to keep the
connection between BF-450 and your remote control application always on, then set the value of item
Close Connection When Remote Idle to 0, otherwise, when the idle time of no any traffic on line reach
the setting value, BF-450 will terminate this connection.

For security concern, you can input Access Password to protect your device, BF-450 will
authenticate whether this TCP connection is valid by this password.

TCP Client
EEE WHY B0 SMREFQ TAD NEW -
N - O Dme HnneE Gur 3 D-05 H
D[] hepnrz 168 162 100 = PuE W .
= 110 Operation Mode Setup (TCP Client)
-

Remote Connection Part Number oot {0 - B5535)

BF-150

‘Remote Host IP Address ]
Advanced Setup Reportlo ptatus  Disable © Enable. for Fvery i secands
I o e
Management |
L O}
FET © PEp

Remote Connection Port Number: default 50001, range 0 to 65535 Remote Host IP Address: default
0.0.0.0 BF-450 is acted as active to report current I/O state to remote or accept commands from remote
and report current I/O state to peer then you can set BF-450 as TCP Client. Be sure the value of item
Remote Connection Port Number is same as your remote control application using and set the correct
value of Remote Host IP Address.

15
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UDP Server

EER WHE B0 snesn TAD HWm
Sp-H - - D3 Q| Ome Gwnex Fme 3 - o= =
WD [ 1o Lo 168 120

=] U EN .

= /O Operation Mode Setup (UDP Server)

Gt CUSTONIZE(UDP SERUER) =]
™

Local Listen Port Mumber 50001 [0 - 65535} ||

BF-450

» Omne Page Setup sty | cancer | Bnck

advanced Setup

Management
R —
© AT
Listen Port Number: default 50001, range 0 to 65535 BF-450 is acted as passive to accept commands

from remote and report current I/O state to peer then you can set BF-450 as UDP Server. Be sure the
value of item Listen Port Number is same as your remote control application using.

UDP Client

EXE WEE BAT RAAFLQ IAD NN -
SE-H - - QA D Ginnes Gep 3D OC0 H
PR () vz 1 16 12

x| GE -

3 /O Operation Mode Setup (UDP Client)
[EUsTONIZEqWDP ELIENT) =]

‘Remote Connection Port Number Bt o - e5538)

;Remﬂte Host IP Address I | T T

\Auts Repart D Status # Disable © Enable, for Every ) secands

aeviy | cacm | aack

Remote Connection Port Number: default 50001, range 0 to 65535 Remote Host IP Address: default
0.0.0.0 BF-450 is acted as active to report current I/O state to remote or accept commands from remote
and report current I/O state to peer then you can set BF-450 as UDP Client. Be sure the value of item
Remote Connection Port Number is same as your remote control application using and set the correct

value of Remote Host IP Address.

16
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4.4 1/0 State Setup (BF-450 Only)

This configuration is workable only in Auto I/O operation mode. The Normal State should be

configured in advance to specify the state changing between normal and abnormal when connecting
with your device. The Device Description is for administrator to naming the device for management

purpose.

The Output Signal is defined to the signal state output by BF-450 to inform or trigger another device.
In the meantime, you can configure the Delay Time in second unit to last the signal for a period time.

If it is set to zero, BF-450 will latch the signal until Input state back to normal. As to the trigger

conditions (rules) are defined in next section.

SED WED SN ROAEY Ilm L Ll

SEW -4 .00 A Bme LnmaE See 3

B aoE

B (i8] g 160 168

] SUE -

¢

BF-50

» One Page Setup

Advanced Setup

Management 1

I/O State Setup

WO IN 1

Hormal Seate |OPER =] puvice

WO N2

Hormal State: |OPEH =] Duvice

WO I 3

Nurmal State: | OFEH =]

¥oOUT1

Duvice Dscriptinn: |

vty Signat: [SHORT 2] Dovice Descripion: 1519)

Dalay Tiemn = K | v}

WoouT2

DBolay Tima < [0 [

st Signat: [ SHORT =] puvice Dusesiption:

#oouT3

Output Slgnal: [SHORT = Dayice Doscrlpilon: B
Dot Tien  : [0 | e |

APPLY | CAWCEL | BaCk

4.5 1/0 Mapping Setup (BF-450 Only)

[WEE weE man seete IAD MA@
Gb-N .= D O Dwe unner Tee 3D SN

PR ) heyez 168 162 2

| E -

1/0 Mapping Setup

¢

BF-450

WO OUT 1

INMa. RULE  INNo.

RULE 1M Ne.

[Blanm Generstion: @ Enable © Disshle

wvooutz

IMarm Ganarstion:  Enabla © Disable

advanced Setup

Management

WO ouT3

[8lasm Generation: @ Ensble © Disable

a5 (W_T or _5) a2

APPLY | eanenL | mack

A AN_T ari_3 amid N, thon the
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The BF-450 offers a very smart and easy method to operate I/O function. You do not need to own

any

programming background. All you need to do is just making the relationship rules with each 1/O.

For example, if

two devices (devl, dev2) connected to IN1 and IN2, another device (dev3) connected to OUT1, the

trigger

condition is the status change happened in both devl and dev2, in this case, you can select the

OUT1's rule as

IN1 AND IN2. By using BF-450's logical rule to combine all condition you want.

Note: the priority of logical combination rule is from left to right, suppose the rule you select is

IN1 or IN3 and IN2, the BF-450 will treat this rule as (IN1 or IN3) and IN2.

The Alarm Generation allows you to set enable or disable alarm generation function (detail see

the 4.6 E-mail
Alert).

4.6 E-Mail Alert (BF-450 Only)

The BF-450 allows you send E-Mail to alert the event of 1/O state changing. This service default is

[e=0 weE eAp smAEw IAD RO

disabled.

G- - D A Dee umne® e P D G

PR ) heyez 168 162 2

| E -

@

BF-450

advanced Setup

Management

E-mail Alert: default DISABLE

Alert Event via E-Mail

|E-mail Alert :

DISABLE =

iDomnIn MName joptional):

|

(SMTP Mail Server:

[
\E-mail Alerts To ©

]
[Return Address :

APELY | CAMCEL | BacH

Domain Name (optional): no default, maximum length 59 characters
SMTP Mail Server: no default, maximum length 27 characters
E-mail Alerts To: no default, maximum length 27 characters
Return Address: no default, maximum length 27 characters

Select ENABLE in E-mail Alert

Enter the Domain Name in this field if needed. (this is optional)
Enter the SMTP Mail Server in the field.

Enter the e-mail account you want to reach or notice in the field of E-mail Alerts To.

Enter the e-mail account you want to return in the field of Return Address.

Copyrights © US Converters LLC
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4.7 Dynamic DNS

The BF-450(M)/BF-430/431 offers a Dynamic Domain Name System (DDNS) feature. DDNS lets you
assign a fixed host and domain name to a dynamic Internet IP address. It is useful when you want to
access your device through Internet without static IP address. Before you can use this feature, you
need to sign up for DDNS service at www.dyndns.org or www.tzo.com , two DDNS service provider.
This service default is disabled. If your DDNS service is provided by DynDNS.org, then select
DynDNS in the drop-down menu. If your DDNS service is provided by TZO, then select TZO. The
features available on the DDNS screen will vary, depending on which DDNS service provider you use.

(Detail sees Appendix B)

Dyndns.org

@

BF-430

= Dne Page Setup

Advanced Setup

Management

. i

User Name: no default, maximum length 31 characters Password: no default, maximum length 31
characters Device DNS Name: no default, maximum 47 characters Enter the User Name, Password,
and Device DNS Name of the account you set up with DynDNS.org. Registry IP Address. The
BF-450(M)/BF-430/431's current Internet IP Address is displayed here. Because it is dynamic, it will
change. Status. The status of the DDNS service connection is displayed here.

Username;

Password:

Registry [P Address :

Status !

DDNS Setup
DDNMS Services: |Byndns =

[
Bk 21

hastanie. dyndns.arg)

192.168.0 126

DDNS finction o disabled

AeeLy | oancer | Taack|

19
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Tzo.com

DDNS Setup
DDNS Services: | 720 =

Emall Address: [

Password key: B 1)
advanced Setup Device DNS Name: (e,
m ——
Nanagesent Status : DDNS fanchion i disabled

AFPLY | CANCEL HN:HI

* Lips arg
. s

Email Address: no default, maximum length 47 characters Password key: no default, maximum length
31 characters Device DNS Name: no default, maximum 47 characters Enter the Email Address,
Password Key, and Device DNS Name of the service you set up with TZO. Registry IP Address. The
BF-450(M)/BF-430/431’s current Internet IP Address is displayed here. Because it is dynamic, this will
change. Status. The status of the DDNS service connection is displayed here.

5. BF-450(M)/BF-430/431 Management Setup

This chapter will show you how to manage BF-450(M)/BF-430/431’s access setting as well as
configure E-mail alert and firmware upgrade.

5.1 Device Admin

‘E B Device Administration Setting
t
Block Standard Hitp Port(S0) # UNBLOCK © BLOCK
IIMEI] - {F7) 168 0 40
m Device Management IP Address 0 o
= One Page Setup Device Hostname I
. i
Advanced Setup Device Location
i | —
_ Administrator Password isiebiiil, ALY
Management
Block Ping Request Il & UNBLOCK © BLOCK [
MAC Address Change " O EEIE, I T . " [l

Reset System to Factory Default FACTORY DEFAULT

Reboaot System REBOOT

; o
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Block Standard HTTP Port(80) Management: default UNBLOCK If for some reason, the HTTP (80)
service is blocked in your network environment and result to fail to configure or manage
BF-450(M)/BF-430/431, then you select BLOCK this function with using port 8080, instead of
standard port

80. So you should enter: http://192.168.168.125:8080 in your browser.

Device Management IP Address: default 192.168.200.200

In case, you forgot the BF-450(M)/BF-430/431's IP address you ever set, this management IP can be
used to

connect to BF-450(M)/BF-430/431 to figure out what's the current IP address be used.

In case, you set BF-450(M)/BF-430/431’s IP Configuration as DHCP or PPPoE which will assign
dynamic IP address to BF-450(M)/BF-430/431, you also can use this management IP address to find
what the current working IP address in Intranet is.

Note: If you forgot the IP address setting even management IP address, please use the
broadcast utility we offer in CD to search it.

Device Hostname: default BF430, maximum length 15 characters
To describe the name of BF-450(M)/BF-430/431 for manage purpose.

Device Location: no default, maximum length 15 characters
To describe the location of BF-450(M)/BF-430/431 for manage purpose.

Administrator Password

User Name: default admin

Password: default admin

To ensure the BF-450(M)/BF-430/431’s security, you will be asked for your password when you
access the

BF-450(M)/BF-430/431's Web-based Utility.

User Name: Enter the user name to one of your choice.

Password: It is recommended that you change the default password to one of your choice.
Password Confirm: Re-enter theBF-450(M)/BF-430/431’s new Password to confirm it.

Block Ping Request: default UNBLOCK
To prevent hacker intruding your network, check the BLOCK option to enable this function
to reject the PING requests from Internet.

MAC Address Change

The BF-450(M)/BF-430/431's MAC address can be changed from the original values if necessary.
Some ISPs require users to change the MAC address to a registered one when users change their
access equipment. (Detail sees Appendix D)

Reset System to Factory Default Click “Apply”, if you want to return all the BF-450(M)/BF-430/431’s
current settings to its factory default. Note: do not restore the factory defaults unless it is absolutely
necessary.

Reboot System Click “ Apply”, if you want to clear a connection, reboot, and re-initialize the unit without
affecting any of your configuration setting.
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5.2 Device Status

This screen shows the BF-450(M)/BF-430/431’s current status. All of the information provided is
read-only.

BF-430 Status Monitor =

System Stafusg

Product Name: BF430 232/485 TCPIIP Converter |
Firmware Version: 1.03.01 Fab 18 2005 |
Systemn Up Time: OHZEM 165
IP Configuration Mode: STATIC IP
Operation Mode: TP SERVER |
Advanced Setup Connection Port: 50000
“ MAC Address: 0505 93,0000 01
IP Address: 192.168.0.126
— [Subnet mask: 255,256 2550
|Default Gateway: 0000
“ [Primary DNS: 689511
|sTaTUS: Up |
Management
i i = —
Baud Rate: 19200
Parity Chack: nong
: " Stop Bits: 1
Flaw Contral: Mong
‘ o

Ll

Product Name: the product model name of this BF-450(M)/BF-430/431.

Firmware Version: the installed version of the firmware.

System up Time: the time of system from start up to current.

Management IP Address: the current setting of management IP.

Ethernet Status: the BF-450(M)/BF-430/431’s IP Configuration, MAC address, IP address, subnet
mask, default

gateway IP address, primary DNS IP address and current connection status.

Serial Status: the BF-450(M)/BF-430/431’s setting in serial type

Statistic: the transmission and receive bytes and packets count in Ethernet and Serial port separately.
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5.3 Backup and Restore
This function allows you to save BF-450(M)/BF-430/431's configuration as backup, or retrieve the
configuration file you saved before to turn the setting back.

B Backup & Restore Configuration
© e
Backup
BF-430 :

= One Page Setup Restore

Please select a condguration file to restore : | |

Advanced Setup

Festone

s -

Management

Backup: Click “Backup” button save the current configuration as a backup file in your
hard disk. Restore: Enter path of the configuration file you saved on the PC. You can
click “Browse” to view the folders and select the file. Click “Restore” to retrieve it.

Note: the sub-name of file you retrieve must be “.cfg”

5.4 Upgrade Firmware

This function allows you to upgrade the latest version firmware to keep your
BF-450(M)/BF-430/431 up-to-date. Before you upgrade the firmware, you have to get the latest
firmware and save it on the PC you use to configure the BF-450(M)/BF-430/431.

@t B Firmware Upgrade
m Warning: Upgrade must NOT ba interrupted
BF-430 Please select a file to upgrade | - | || URGRADE ||

= One Page Setup

Advanced Setup [

E ﬂl

Managamant
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Browse: To select a file to upgrade, you have to enter path of the latest firmware you saved on the
PC. You can choose “Browse” to view the folders and select the firmware. Upgrade: After you
enter or select the path, click “Upgrade” to start the firmware upgrade process.

Note: don’t power off the router during the firmware upgrading, otherwise the incompletion of
firmware upgrading will cause serious damage to the integrity of the BF-450(M)/BF-430/431’s
firmware that will lead to fail to boot the BF-450(M)/BF-430/431 again.

5.5 Ping

This function allows you to test the connection between BF-450(M)/BF-430/431 and LAN or between
BF-450(M)/BF-430/431 and Internet.

@t B Networking Diagnostic (PING)

Source IP Address ; 152 168.0.126

BF-430

Destination IF Address ; o 7 F 7
= One Page Setup Packet Number : o 0-g

Advanced Setup Packet Size : F3 (R —

Ping Result :
Sent Request:

Receive Reply: [

Management Fing | canceL | eack |

Source IP Address: the current BF-450(M)/BF-430/431’s IP address (Read Only).

Destination IP Address: the IP Address of destination device you want to ping.

Packet Number: the packet numbers you wish to use to ping the destination device. The maximum
numbers are

4.

Packet Size: the numbers of packet size you wish to use to ping the destination device. The maximum
packet

sizes are 60.

Ping Result: The result will show the numbers of sending packet, numbers of packet receiving (Read
Only).
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6. Troubleshooting

PROBLEM CORRECTIVE ACTION

Make sure that you have correct power connected to
BF-450(M)/BF-430/431 and plugged in to an appropriate power source.
None of the LEDs turn on when you | Check all cables connections. If the LEDs still do not turn on, you may
turn on the BF-450(M)/BF-430/431 have a hardware problem. In this case, you should contact your local

vendor.
Can not access Check cable connection between BF-450(M)/BF-430/431 and
BF-450(M)/BF-430/431 from computer or hub. Ping BF-450(M)/BF-430/431 from computer. Make
Ethernet sure your computer Ethernet card is installed and functioning properly.

If the 10/100M LED are off, check the cable connection between
BF-450(M)/BF-430/431 and your computer. Verify that the IP address
Can not ping any computer on the and subnet mask of the B-450(M)/BF-430 and computer are in the
LAN same IP address range.

Check the Serial cable connection between BF-450(M)/BF-430/431
and your device. Verify that the BF-450(M)/BF-430/431 setting of Serial
Can not access type is same as your device and make sure the hardware jumper is in
BF-450(M)/BF-430/431 from Serial | the correction position.

Appendix A: Product Specifications Appendix B: DIO Command
Protocol

Hardware

processor 80186

Memori 512 KB

LAN Auto-detection 100 Base-T(10/100 Mbps)

Serial RS-232 -~ RS-485

No. of serial interface 1

Signals RS-232 : TxD, Rxd, RTS, CTS, DTR, DSR, DCD, GND
RS-485 : data+, data-

Performance

50 bps ~ 230 Kbps

Configuration

Parity None, even, odd, Mark, Space
Data bits 56,7,8
Stop bits 1, 2(with parity setting of None)
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OS Support Windows 98/2000/XP

Protocol TCP, IP, UDP, Telnet,RTelnet, DHCP, ICMP
Management Serial console, Telnet console

Windows Utility IP-Search program, Firmware Upgrade by web
Power requirements DC 9V, 300 mA max

DC 12V, 230 mA max
DC 24V, 160 mA max
Operting temp. 0~55C

Dimensions BF-450M : 26X65X7 mm
BF-450 : 81X103X30 mm
BF-430 : 67X93X22 mm
Regulatory approval FCC, CE

In this appendix the DIO command protocol is described here to let customer’s remote management
software to access Digital I/O state through Ethernet network by a specific TCP/UDP port(default is
50001).

Command Packet Format:

Length(Bytes) 2 2 32 32 2 1
Format Start Flag | Command Datal Data2 End Flag CRC

Send command to BF-450 by one of four ways (TCP Server/TCP Client/UDP
Server/UDP Client)

Return Packet Format:

Length(Bytes) 2 2 32 32 2 1
Format Start Flag | Command Datal Data2 End Flag CRC
Status

The BF-450 returns by Return packet. You can get command status to know the
result after sending command packet and from Datal and Data2 to know current
I/O state.

Note:
Start Flag: OXxFOFO End Flag: 0OxFOFO Command Status: the definition of
command code is as following 0x0002 — ACK of Read Digital I/O state 0x0004 —
ACK of Trigger Digital 1/0 0x0006 — ACK of E-mail Alarm Trigger 0x0010 — Report
current Digital I/O state (If I/O Operation Mode of BF-450 is set as TCP Client or
UDP Client and Auto

Report I/O Status is enabled, you will receive this report packet from
BF-450) OxFFFC — Flag error, incorrect Start Flag or End Flag received in
command packet OXFFFD — Length error, the length of command packet is invalid
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OXFFFE — CRC error, incorrect CRC value OxFFFF — Command error, no such
command
CRC value = 0 — total sum from field of ‘Start Flag” to “End Flag”

The format of each command code is as following:

1. Read Digital 1/O state

Length(Bytes) 2 2 32 32 2 1

OxFOFO | 0x0001 | Xxx (don't care) Xxx (don’t OxFOFO0
care) CRC

Return Successful Packet

Length(Bytes) 2 2 32 32 2 1
OxFOFO | 0x0002 Datal Data2 OxFOFO | CRC

Datal

Data[0] | Data[1] Data[2] Data[3] Data[30] | Data[31]

IN-1 IN-2 IN-3 reserved reserved | reserved

IN-1: state of IN1, O for SHORT, 1 for OPEN IN-2: state of IN2, O for
SHORT, 1 for OPEN IN-3: state of IN3, O for SHORT, 1 for OPEN

26
Data2
Data[0] Data[1] Data[2] | Data[3] Data[30] | Data[31]
OUT-1 | OUT-2 | OUT-3 | reserved reserved | reserved

OUT-1: state of OUT1, 0 for SHORT, 1 for OPEN OUT-2: state of OUT2, O for
SHORT, 1 for OPEN OUT-3: state of OUT3, 0 for SHORT, 1 for OPEN

2. Trigger Digital I/0

Length(Bytes) 2 2 32 32 2 1
0xFOFO | 0x0003 Datal Xxx (don’t 0xFOFO0
care) CRC
Datal
Data[0] Data[1] Data[2] | Data[3] Data[30] | Data[31]
OUT-1 | OUT-2 | OUT-3 | reserved reserved | reserved

OUT-1: the value you want to write into OUT1, 0 for SHORT, 1 for OPEN OUT-2:
the value you want to write into OUT2, 0 for SHORT, 1 for OPEN OUT-3: the
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value you want to write into OUT3, 0 for SHORT, 1 for OPEN

Return Successful Packet

Length(Bytes) 2 2 32 32 2 1
OxFOFO | 0x0004 | Xxx (don't care) Xxx (don’t OxFOFO0
care) CRC
3. E-mail Alarm Trigger
Length(Bytes) 2 2 32 | 32 2 1
OxFOFO | 0x0005 Alarm Message Description 0xFOFO | CRC

Alarm Message Description: string of alarm message by customer attach and

BF-450 send this content by e-mail Return Successful Packet

Length(Bytes) 2 2 32 32 2 1
OxFOFO | 0x0006 | Xxx (don't care) Xxx (don’t OxFOFO
care) CRC
4. Report Current I/O State Packet(sending from BF-450)
Length(Bytes) 2 2 32 32 2 1
OxFOFO | 0x0010 Datal Data2 O0xFOF0 | CRC
Datal
Data[0] | Data[1] Data[2] Data[3] Data[30] | Data[31]
IN-1 IN-2 IN-3 reserved reserved | reserved

IN-1: state of IN1, O for SHORT, 1 for OPEN IN-2: state of IN2, O for SHORT, 1
for OPEN IN-3: state of IN3, O for SHORT, 1 for OPEN

Data2
Data[0] Data[1] Data[2] | Data[3] Data[30] | Data[31]
OUT-1 | OUT-2 | OUT-3 | reserved reserved | reserved

OUT-1: state of OUT1, 0 for SHORT, 1 for OPEN OUT-2: state of OUT2, 0

for SHORT, 1 for OPEN OUT-3: state of OUT3, 0 for SHORT, 1 for OPEN
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Appendix C: DDNS

Internet actually runs on IP Addresses which are numerical order, for example “63.208.196.100". These
IP Address identify the location of each device connected to Internet. However, the human brain does
not easily remember this numbering system, so a system that allocate domain name such as
“www.dyndns.org” provides an easier method. If you type “63.208.196.100” or “www.dyndns.org” in the
web browser’s address bar, the browser will show the same web page. This is because both methods
relate to the same web server. The “Domain Name Servers” used to manage the Internet will translate
“www.dyndns.org” into the IP Address “63.208.196.100" in order to allow your browser to find the web
server and display the correct web page in your browser.

If your “IP Configuration”, as shown in 3.2 section, is “PPPoE”, or “DHCP” with dynamic IP address
assigned by ISP, your IP address may change each time you initiate the connection to your ISP. The
DDNS function will help to map your IP address to your domain name when your ISP assigns a new
dynamic IP Address.

Note that this DDNS function acts as the client appliance of DDNS service and is only able to
be use in conjunction with the service provided by DynDNS.org and TZO.com. Before you
begin using this function, you will need to apply to DynDNS.org or TZO.com to be able to

use the service. Please visit www.dyndns.org or www.tzo.com for further information.

How to register from Dyndns.org Step 1: Enter the web side www.dyndns.org in Browser, click the
tab of Account.

R DyulINS.ore - Welcoms - Microsolt Intersst Explorer =18 x|
WEE BMRE #WEG BERe RO WA r
QEmE~>J- ¥ (23 A o8 [ aman GEm &0 L
T ~EE .. |
FDA ] Fres Downloads | (o] Dowsloads * S Oplioas (L G Ak Vires | =3 »
DynDNS:.org
Control Your DNS Set Your E-mail Free Recent News -t staus
control ul your dUHUII 15P blocking port 257 Losing mail + Additional MailHop Services
S whon youre offine’ Need Launched
torwarding but demwant b run your mﬂ?n? 003}
T M Sarvary? Tran our i
[lailHoe™ servces ans for you

- DynDNS org Launches

H you wanl ko nn your ovt Maill-tog™ Retay wil aceept your MailHop Services
nameserver. but sl lake advantage il and pass it on fo your il (Auguist 20, 2003)
of our world-class DNS redundency.  server on a non-standard port of

- ynDMS org Raises Over
$4,500 for The Perl i
Foundation

{July 11, 2003)

Your choosing - per pethr

We glso provide domain registration arourd an ISP that's preventing you
SErACES - YOu can buy your domain  from getting your mail
right hare, or lransfer
dormein bo us and corr
your serices lo one p

o™ Eachup MX gives you en
il axehangar host that will A
store your mail for you when you're SRR
offing, and deliver I; whan yeur
SOTVEr comes back up Stories
MailHop™ Eorvard allows vou to Redundancy
creets an uninited nummbsr of What Il Tekes fo Achisvs 100.000%
addresses on your domain, peinting  WRUME
to existing e-mail addresses on any =]
[ ey vt 1 LR

LIS senices give you & new name
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Step 2: click Create Account.

& | org - Account - Mien Internet Explotes
BEG WG WEG BHNRPW TRO EED
QEE~ g~ [ |68 Sanae G50 |-, B~

850 [0 b dyadas orghcconat) ] T ORE e |
FDA [)Fies Dowalouds | o) Dowelonds » Oplioss ([ v 4 GAui Vi | “"PopupsliToch » @Help | =

b

mn;smimmawmisum Developers | News |

Your Account

Creale Account
Login
Lost Password?
Biting

| Username: | Password: | Login |
Create Account Dlost Password? |

Copymght © 199.2007 Dynan

Pmacy Policy | Acceptable L

Itwark Sapacas, LLD
y | Tradeenark Notices

e I v

Step 3: Fill the field of Username , E-mail and Password. You will receive an e-mail containing
instructions to activate your account.

“reate Account - Micrasaft lnternet Exploror =l=lx]
BEE ME BHW BO&PR TRO REW r

QER~ - (2 (|68 anee G0 |-, B~ |
84 ) [ hspclorerw. dyndas cnghacconatiomase. bl EBE e |
FDA ) Fuee Dowsloads | (s Dowelowds > 5 Options | [ o G Ank Virs | *“PopupsiTaols = (DHelp L

Create Account

Please complete the form below to create your account. You will receive an e-mail containing
instructions to activate your account. If you do not follow these directions within 48 hours, you will need
TO recreate Your aceount,

Itis strangly recommended that you visit this page securely. You are not currently visiting this page
securely, £l

Policy Last Modified: August 14, 2002 fl

MLEDGMENT AND ACCEFTANCE OF TERMS OF SERVICE

A1l services provided by Dynamic DNS Network Services ("DynDNS™)

are provided to you (the "Member®) under the Terms and Conditions

set forth in this Acceptable Use Folicy ("AUP") and any othec

operating cules and policies set forth by DynDNS. The AUP comprises =

| have read and agree to the Acceptable Use Policy above: ©

Username

‘
[ o
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Once you receive the confirmed e-mail, login with your Username and Password.

EEE SME H#on RNESW IAD B

Qt®-9

2 one James @EN & v

drndacargficeon PR Cros TR I3 [PhOS gl

it [

DynDNS.org

Cremn Accoum
Login
Lost Password?
Flling

Account Confirmed

The account "chiyueric” has been confirmed. You can n start using your

account.

We have a system announcements mailing list you may wish to subscribe to - this list is
used for notifications of new senvices, changes to services, and important system
maintenance/status notifications. To subseribe, simply send an e-mail to announce-

subscribe@lists. dyndns.org,

Copynghl € 1968,
Brivacy Pty | #

Step 5: Click the tab of Services, then click Dynamic DNS.

screen.

D o e

e vices - Microsoft Iatersat Explorer =l x]

WRE SME B SHREN TR BWEH & |
OEE~-O- & 0P Jranee @¥8 €| (5-10 B~

M) [ e dyadas orglvercesd a6z = |

"

FOA ] Froeo Downloads | L) Deweloads = i Cphons J > 2 @A Vi

DynDNS.org

Suppot | Solutions | Dovelopers | Mows |

*PopupskTocls = HHalp

Custom DKS
Secondary (S
Maiiop

Damain egitratien
Mywebiop
Dynare (NS

Santic DMS

Wblisp
Pricing

DNS Services

Custom DNSSM

Custom DNS service is a full DNS solution
for newdy purchased domains or domains
you already own. A web-based interface
provides complete control over resource
records and your entire domain including
support for dynamic IPs and automated
updates,

Secondary DNS

Secondary DNS service provides a
secondary DNS server for your damain, so
that you have a backup iffwhen your
primary goes down, and to share the load
of answering DNE queries.

et points a fived
hostrammetmane of our domains to your
ISP-assianed dvnamic IP address. allowina

Mail Services

MailHops™ Backup MX

Make sure you always get your mail, even
if your server is offline for extended periods
with our MailHop Backup MX service. We'l
queue your mail for up to 10 days, with no
limits on how much you receive.

MailHop** Forward

Set up user-based redirection of e-mail for
your domain name wihout running your own
mail server with our MailHop Forwarding
servica. Stap spam and viruses with our
spam scanning and virus filtering, available
for all addresses on your domain,

MailHop*" Relay
Port 25 blocked by your ISP? Use our
MailHop Relay service to get around it by
sending your mail through our servers and
on to vours. Two aloballv-redundant

B e

Step 6: select Add Host in the left side of
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org - Services - Dynamic DNS - Microsoft Isterset Explorer &l
BED BEE BEG BOEPW TRO BSEW |
QER~ Q-+ @ (] 88 [ anee Gxm &[0, B~
350 [ hesptiorwws dyndas orgloarmcesddyndng ] SEanE e
FDA ) Fiee Downlouds | (o) Dowalouds = SOptioms || b @Ak Virs | *“Fopups&Tocls = (DHelp = 3|

Cuistom DRS Dvnamic DNS

Secondary NS
Maitop The Dynamic DNS service allows you te alias a dynamic IP address to a static hostname
Demeen Ruggeyeton in any of the many domains we offer, allawing your computer to be more easily accessed
from various locations on the Internet. We provide this service, for up to five (5)
hostnames, free to the Internet community.

The Dynamic DNS service is ideal for a home website, file server, or just to keep a pointer
back to your home PC so you can access those important documents while you're at
waork, Using one of the available third-party update cliznts you can keep your hostname
e arwayjs pointing to your IP address, no matter how often your ISP changes it. Mo more
. fumbling to find that piece of paper where you wrote down your IP address, or e-mailing
Pricing all your friends every time it changes. Just tell them to visit yourname.dyndns.org instead!

If you would like to use your own domain name such as yourname.com, you need our
Custom DNS service, which also provides full dynamic and static IP address support.

X
B e
Step 7: Login again with your Username and Password.
5 - Add Host - Microsoft lsterant Explorer =& x]
E) W0 Bl TR RS I
QEE~-G~- (2 468 amEe G50 8|, H
M ) [0 hplfsr. dyadns org hervcestiyndushid inl aeE ws
FDA 2 Fi Downloads | (o) Dowsloads = SOphoss ([ o= b @Ak Views | *“FopupedTocls = (OHalp X
.'Jﬁ—r chiyuenc P Login '
DynDNS.org
About ppot | Solutions | Develo MNews |
T Login
:“:"""‘;‘:*wm_r It _is strongly recommended that youvisit this page secursly. You are not currently visiting
B this page securely,
Dy 5
‘You must have cookies enabled o gocess account (Whiy Cookies?)
Usemame:
Password:
Static DMS
‘WebHop
Pascing
I B (b e

Copyrights © US Converters LLC

32



Step 8: Enter the Hostname you want to use and select dyndns.org from the drop-down menu, click the
button of Add Host to finish register.

W OyulNS ore - Dynamic DNS - Add Host - Microsoft Intsrsnt Explorer e
WRE WME WD FOREN TAO B e |
QER-O- & 0 s Lanee @vn €| 5- ) &F -

840 [ i dyadzr orglsetvicesiysnstudd hin] Y anE e -]
DA D0 Frea Dowaloads | ) Dowalonds = Optioas || = O GAu Vis | ~TPopupsToohs = HHelp ]

DynDNS:org

Avout [ Account | Suppot | Soiutiors | Deveiopers | Nows |

;::‘:n':lnn:ﬁms New Dynamic DNS Host

WMasiop e
Damain fsgisiransn Hostname: %}) e
St For your own domain (eg. yourmame. 1 we Custom DM,
oynarme (145
IP Address: 61.59.72. 195
Enable Wildeard: (w

Mail Exchanger (optional): r Backup MX?
Addtesl | | ResatfForm

Copyngrt ©1998.2003

Privacy Palicy | Ac

73] e s

Step 9: now you should enter the Username, Password and Hostname (named Device DNS Name in
BF-450(M)/BF-430/431) into BF-450(M)/BF-430/431 to enable this function.

How to register from TZO.com Step 1: Enter the web side www.tzo.com in Browser, select the
Order/Renew from top screen.
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Step 2: You can choice what'’s kind of service you need, here we suggest the Standard TZO with 1 year
of service

> 4

* Order / Rimewing a TE0 servics online

s providas you with an inch
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Step 3: Select the first radio button, click Continue button.

TZo.coM

Order/Renew | Download | Products | Support

_rsfj
=

TZO secure order system total  $24.95 number of items 1

How did you get our TZO client software?
(If you don't have it yet, dick here to downlosd it now,)

From the TZO download site or from another download site such as Tucow:
uebAttack, sto

" It'z included with my Mexland router,

" From the D included with my Linksys product

= TZ0 Awards/Reviews

1’z induded with my Serv-U FTR server
- TZ0 Awards #

- Editorial revi

 1t'sinduded in my E-Tech, Ugate, Equinox Internet Broadband Gateway/router,
- Customer Comments

" Frorn the download site that Linksys directed rme ta
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Step 4: Enter the TZO name you want to register, such as chiyu.tzo.com, and your E-mail address which
can reach you. If you don’t have a TZO name yet, please check the box under the field of E-mail address,
click Continue with order

TZo.coM

w | Download

TZO secure order system  total  $24 95  rumber of items 1

Please complete the first step by telling us the following information

What is your TZ0 name?

|chiyu TZO.com

What email address did you use when you registered your TZ0 name?
[(Windows vsers can find this information in the TZO0 client. Linux users can ook in the
configuration file.)

|eric@chiyu-t corm.tw

= TZ0 Awards/Reviews

don't have a TZO name yet, or I'm not certain what it is.

- TZ0 Awards PLEASE NOTE:

- Editorial reviews A TZ0 name is 3 sub-dorain of TZ0.COM, TZ0.WET, or other domains which sre
tisted in the TZ0 chient, Please mait suooort®TZ0.COM if pou have fons.

- Customer Comments

H pou don't have @ TZ0 name, you should register and get 3 720 name before
you go any Further. You can Downioad T70 or use the 70 Control Panel to
register and get a TZ0 name. You'll need a TZ0 name te use most of cur

services!
Continue with order

Step 5: complete the form with your information TZO want.

Order/Renew

TZO secure order system  total  $24.95  number of ttems 1

Please complete the first step by telling us the following information

B Next, please tell us shout yourself, and please indude all the information. We ask you
=WHYUSETZO? nothing more than what's necessary for us to process your order.

- It's Reliable For your address please use your current credit card or bank billing address, (The address
e where your credit card or bank staternents are sent each ront
- Doesn't use BIND

- Free Support Your firstname:
IEHC

= TZ0 Awards/Reviews

Your last name:

wards lChang
itorial reviews

Your company name: (if applicable)

- Gustomer Comments
[cHIYU Technology Co. Ltd

Street address: (the billing address of the credit card)
IND 28, Renai Road

Address 2: (the billing address of the credit card)

City: (the billing address of the credit card)
|Ch\ay\

Step 6: TZO will send an e-mail letter to inform your TZO key, please enter these information including
E-mail address, TZO key and TZO name (named Device DNS Name in BF-450M) into BF-450M to
enable this service.
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Appendix D: Glossary
10BaseT - An Ethernet standard that uses twisted wire pairs.

100BaseTX - IEEE physical layer specification for 100 Mbps over two pairs of Category 5 UTP or STP
wire.

Adapter -Printed circuit board that plugs into a PC to add to capabilities or connectivity to a PC. In a
networked environment, a network interface card (NIC) is the typical adapter that allows the PC or server
to connect to the intranet and/or Internet.

Auto-MDI/MDIX -On a network hub or switch, an auto-MDI/MDIX port automatically senses if it needs
to act as a MDI or MDIX port. The auto-MDI/MDIX capability eliminates the need for crossover cables.

Auto-negotiate - To automatically determine the correct settings. The term is often used with
communications and networking. For example, Ethernet 10/100 cards, hubs, and switches can
determine the highest speed of the node they are connected to and adjust their transmission rate
accordingly.

Browser - A browser is an application program that provides a way to look at and interact with all the
information on the World Wide Web or PC. The word “browser” seems to have originated prior to the
Web as a generic term for user interfaces that let you browse text files online.

Cable Modem - A device that connects a computer to the cable television network, which in turn
connects to the Internet. Once connected, cable modem users have a continuous connection to the
Internet. Cable modems feature asymmetric transfer rates: around 36 Mbps downstream (from the
Internet to the computer), and from 200 Kbps to 2 Mbps upstream (from the computer to the Internet).

CAT 5 -ANSI/EIA (American National Standards Institute/Electronic Industries Association) Standard
568 is one of several standards that specify “categories” (the singular is commonly referred to as “CAT")
of twisted pair cabling systems (wires, junctions, and connectors) in terms of the data rates that they can
sustain. CAT 5 cable has a maximum throughput of 100 Mbps and is usually utilized for 100BaseTX
networks.

CTS (Clear To Send) - An RS-232 signal sent from the receiving station to the transmitting station
that indicates it is ready to accept data.

Data Packet - One frame in a packet-switched message. Most data communications is based
on dividing the transmitted message into packets. For example, an Ethernet packet can be
from 64 to 1518 bytes in length.

Default Gateway - The routing device used to forward all traffic that is not addressed to a station within
the local subnet.

Download -To receive a file transmitted over a network. In a communications session, download
means receive, and upload means transmit.

Dynamic IP Address - An IP address that is automatically assigned to a client station in a TCP/IP
network, typically by a DHCP server. Network devices that serve multiple users, such as servers and
printers, are usually assigned static IP addresses.

Ethernet - IEEE standard network protocol that specifies how data is placed on and retrieved
from a common transmission medium. Has a transfer rate of 10 Mbps. Forms the underlying
transport vehicle used by several upper-level protocols, including TCP/IP and XNS.

DDNS (Dynamic Domain Name System) - Allows a network device with a dynamic Internet IP address to

36
Copyrights © US Converters LLC



have a fixed host and domain name, such as myhostname.mydomainname.com. It is useful when you
are hosting your own website, FTP server, or other server behind a router, so people can find your site
no matter how often the Internet IP address changes. Using DDNS requires registering with a DDNS
service provider on the Internet.

DHCP (Dynamic Host Configuration Protocol) - A protocol that lets network administrators centrally
manage and automate the assignment of Internet Protocol (IP) addresses in an organization's network.
Using the Internet’s set of protocol (TCP/IP), each machine that can connect to the Internet needs a
unique IP address. When an organization sets up its computer users with a connection to the Internet, an
IP address must be assigned to each machine. Without DHCP, the IP address must be entered manually
at each computer and, if computers move to another location in another part of the network, a new IP
address must be entered. DHCP lets a network administrator supervise and distribute IP addresses from
a central point and automatically sends a new IP address when a computer is plugged into a different
place in the network. DHCP uses the concept of a “lease” or amount of time that a given IP address will
be valid for a computer. The lease time can vary depending on how long a user is likely to require the
Internet connection at a particular location. It's especially useful in education and other environments
where users change frequently. Using very short leases, DHCP can dynamically reconfigure networks in
which there are more computers than there are available IP addresses. DHCP supports static addresses
for computers containing Web servers that need a permanent IP address.

DNS - The Domain Name System (DNS) is the way that Internet domain names are located and
translated into Internet Protocol (IP) addresses. A domain name is a meaningful and easy-to-remember
“handle” for an Internet address.

Domain - A sub network comprised of a group of clients and servers under the control of one
security database. Dividing LANs into domains improves performance and security.

Firmware - Code that is written onto read-only memory (ROM) or programmable read-only memory
(PROM). Once firmware has been written onto the ROM or PROM, it is retained even when the
device is turned off.

Full Duplex - The ability of a device or line to transmit data simultaneously in both directions.
Gateway — A device that interconnects networks with different, incompatible communications protocols.

Half Duplex -Data transmission that can occur in two directions over a single line, but only one direction
at a time.

Hardware - Hardware is the physical aspect of computers, telecommunications, and other
information technology devices. The term arose as a way to distinguish the “box” and the electronic
circuitry and components of a computer from the program you put in it to make it do things. The
program came to be known as the software.

Hub - The device that serves as the central location for attaching wires from workstations. Can be
passive, where there is no amplification of the signals; or active, where the hubs are used like repeaters
to provide an extension of the cable that connects to a workstation.

HTTP (HyperText Transport Protocol) - The communications protocol used to connect to servers on the
World Wide Web. Its primary function is to establish a connection with a Web server and transmit HTML
pages to the client browser.

MAC Address - The MAC (Media Access Control) address is a unique number assigned by the
manufacturer to any Ethernet networking device, such as a network adapter, that allows the network
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to identify it at the hardware level.
Mbps (MegaBits Per Second) - One million bits per second; unit of measurement for data transmission.

IP Address - In the most widely installed level of the Internet Protocol (IP) today, an IP address is a
32-binary digit number that identifies each sender or receiver of information that is sent in packets across
the Internet. When you request an HTML page or send e-mail, the Internet Protocol part of TCP/IP
includes your IP address in the message (actually, in each of the packets if more than one is required)
and sends it to the IP address that is obtained by looking up the domain name in the Uniform Resource
Locator you requested or in the e-mail address you're sending a note to. At the other end, the recipient
can see the IP address of the Web page requestor or the e-mail sender and can respond by sending
another message using the IP address it received.

IPCONFIG - A utility that provides for querying, defining and managing IP addresses within a
network. A commonly used utility, under Windows NT and 2000, for configuring networks with static
IP addresses.

ISP - An ISP (Internet service provider) is a company that provides individuals and companies access
to the Internet and other related services such as website building and virtual hosting.

Packet - A unit of data routed between an origin and a destination in a network.
Network Mask - Also known as the “Subnet Mask.”

NIC (Network Interface Card) - A board installed in a computer system, usually a PC, to provide network
communication capabilities to and from that computer system. Also called an adapter.

RJ-45 - A connector similar to a telephone connector that holds up to eight wires, used for connecting
Ethernet devices.

Server - Any computer whose function in a network is to provide user access to files, printing,
communications, and other services.

SMTP (Simple Mail Transfer Protocol) - The standard e-mail protocol on the Internet. It is a TCP/IP
protocol that defines the message format and the message transfer agent (MTA), which stores and
forwards the mail.

Ping (Packet INternet Groper) - An Internet utility used to determine whether a particular IP address is
online. It is used to test and debug a network by sending out a packet and waiting for a response.

Port - A pathway into and out of the computer or a network device such as a switch or router. For
example, the serial and parallel ports on a personal computer are external sockets for plugging in
communications lines, modems, and printers.

PPPoE (Point to Point Protocol over Ethernet) - PPPOE is a method for the encapsulation of PPP
packets over Ethernet frames from the user to the ISP over the Internet. One reason PPPoE is preferred
by ISPs is because it provides authentication (username and password) in addition to data transport. A
PPPoOE session can be initiated by either a client application residing on a PC, or by client firmware
residing on a modem or router.

Subnet Mask - The method used for splitting IP networks into a series of subgroups, or subnets. The
mask is a binary pattern that is matched up with the IP address to turn part of the host ID address field
into a field for subnets.
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TCP (Transmission Control Protocol) - A method (protocol) used along with the IP (Internet Protocol) to
send data in the form of message units (datagram) between network devices over a LAN or WAN. While
IP takes care of handling the actual delivery of the data (routing), TCP takes care of keeping track of the
individual units of data (called packets) that a message is divided into for efficient delivery over the
network. TCP is known as a “connection oriented” protocol due to requiring the receiver of a packet to
return an acknowledgment of receipt to the sender of the packet resulting in transmission control.

TCP/IP (Transmission Control Protocol/Internet Protocol) - The basic communication language or set
of protocols for communications over a network (developed specifically for the Internet). TCP/IP
defines a suite or group of protocols and not only TCP and IP.

Telnet - A terminal emulation protocol commonly used on the Internet and TCP/IP-based networks. It
allows a user at a terminal or computer to log onto a remote device and run a program.

TFTP (Trivial File Transfer Protocol) - A version of the TCP/IP FTP protocol that has no directory or
password capability.

Static IP Address - A permanent IP address that is assigned to a node in a TCP/IP network.

Appendix E: Finding the MAC Address and IP Address for
Your Ethernet Adapter

This section describes how to find the MAC address for your computer’s Ethernet adapter so you can
use the MAC address change feature of the BF-450(M)/BF-430/431. You can also find the IP address of
your computer’s Ethernet adapter. This IP address is used for the BF-450(M)/BF-430/431’s
configuration. Follow the steps in this appendix to find the adapter's MAC or IP address in Windows 98,
Me, 2000, or XP.

1. 1. ClickStart and Run. In the Open field, enter cmd. Press the Enter key or click the OK button.
2. 2. At the command prompt, enter ipconfig /all. Then press the Enter key.
3. 3. Write down the Physical Address as shown on your computer screen (Figure D-1); it is the

MAC address for your
Ethernet adapter. This appears as a series of numbers and letters.
The MAC address/Physical Address is what you will use for MAC address changing.

The example in Figure D-1 shows the Ethernet adapter’s IP address as 192.168.168.100. Your
computer may show something different.
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s I

“Documents and Settings“Chang>

C

C:“Documents and Settings“Chang?>

C:“Documents and Settings“Chang>

G:“Documents and Settings“Chang>ipconfig ~all

Windows IF Configuration

Primary Dns Suffix
Mode Type

IP Routing Enabled
WINS Proxy Enabled

Ethernet adapter Ei’ B

Connection—specific DNS Suffix

Description : National Semiconductor DF83815-Based
PCI Fast Ethernet Adapter

: BB-BD-92D-85-AC-E6

Dhcp Enabled

IP Address. . . . . . - . . . . . = 192.168.168_.188

Subnet Mask : 255.255.255.8

Default Gateway )

Figure E-1 MAC Address/Physical Address

Appendix F: Example I/O Application
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Serial Working Mode

Default Value

Acting Role TCP Server
Listen Port Number 50000

Idle Timeout to Close Connection 300 seconds
Access Password NULL

IP Configuration

Default Value

IP Mode

Static IP

IP Address

192.168.168.125

Subnet Mask

255.255.255.0

Default Gateway

192.168.168.254

Primary DNS 168.95.1.1
Serial Configuration Default Value
Serial Type RS232
Baud Rate 115200
Parity Check None
Data Bits 8
Stop Bits 1
Flow Control None
Force Transmission Time 40 ms
Dynamic DNS Default Value
DDNS Service Disable
1/0 Working Mode(BF-450 only) Default Value
1/0 Control Mode AUTO
I/O State(BF-450 only) Default Value
IN 1 Normal State Open
IN 2 Normal State Open
IN 3 Normal State Open
OUT 1 Output Signal State Short
OUT 2 Output Signal State Short
OUT 3 Output Signal State Short
OUT 1 Output Signal Hold Time 0 second
OUT 2 Output Signal Hold Time 0 second
OUT 3 Output Signal Hold Time 0 second
I/O Mapping Rule(BF-450 only) Default Value
OUT 1 Triggered by IN 1
OUT 2 Triggered by IN 2
OUT 3 Triggered by IN 3
Alarm Generation in OUT 1 Disable
Alarm Generation in OUT 2 Disable
Alarm Generation in OUT 3 Disable
E-Mail/SMS Alert(BF-450 only) Default
E-Mail/SMS Service Disable
Device Administration Default
Block Http Standard Port 80 UNBIlock
Manage IP Address 192.168.200.200
Device Name “CHIYU”
Device Location null
Login Username “admin”
Login Password “admin”
Block Ping Request Unblock
Diagnostic PING Default Value
PING Packet Numbers 4
PING Packet Length 60 Bytes
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